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Abstract: A novel cyberspace-oriented access control model was proposed, termed as CoAC, which avoided the threats
by comprehensively considering vital factors, such as access reguesting entity, general tense, access point, device,
networks, resource, internet-based interactive graph and chain of resource transmission. By appropriately adjusting these
factors, CoAC emulated most of typical access control models and fulfilled the requirements of new information service
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attribute-based encryption)!?-3¢
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T ={<interval, period, duration > finterval T 2",

periodT R*,durationl R}
interval 7 27
™ ={[begini,endi]\ii N’} period

duration
‘T'N =1 t=<[begin, end], period, duration>
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[begin|Tm|, end|Tmﬂ, period, duration>
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~ SPID ~
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4 (resource)
0=<c°, g°, s°>
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GO - { < gOSORT , gOSOURCE ’gOSIZE
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G Osource
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SO = {< SOOP Sools SODE SOSEC
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Z 13
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Z_
NAME
QUERYS
SCENES TSTAES
LOCATES DEVICES
NETGRAPHYS SESSIONS
OPS OBS

AddScene(scene:NAME) <

scenel SCENES

if scene.queryl QUERYS

then QUERY'=QUERYS U {role}

if scene.temporalstatel TSTAES

then TSTATES'=TSTATES U {temporalstate}

if scene.locatel LOCATES

then LOCATES'=LOCATES U { locate}

if scene.devicel DEVICES

then DEVICES'=DEVICES U { device}

if scene.netgraphyl NETGRAPHYS

then NETGRAPHY'=NETGRAPHYS U {netgra-
phy}

SCENES'=SCENES U { scene}

QSC'=QSCU {scene® f }

SCP=SCP U{scene® f } >

ModifyScene(scene, query, temporalstate, locate,
device, netgraphy: NAME) <

scenel SCENES

if scene.queryl QUERYS

then QUERY'=QUERYSU { query}

if scene.temporalstatel TSTAES

then TSTATES'=TSTATES U { temporalstate}

if scene.locatel LOCATES

then LOCATES'=LOCATES U {locate}

if scene.devicel DEVICES

then DEVICES'=DEVICES U {device}

if scene.netgraphyl NETGRAPHYS

then NETGRAPHY'=NETGRAPHYS U {netgra-
phy}

[" sl1 SESSIONS scenel SCENE scene(s) b
DeleteSession(s)]

Scene'=(temporalstate, locate, device, netgraphy)

SCENE'=QSC\{scene} U {scene'}

QSC'=QSC U { " g | QUERY scene ® q}
U{scene'® f }

SCP'=SCP U { " opl OPS; " obl OBS
scene ® (op, ob)} U {scene'® f } >

DeleteScene(scene:NAME) <

scenel SCENES

“[s | SESSIONS.action |
DeleteSession(s)]"

["" scl SCENES\\{scene"}"sc.q ! scene.q b
QUERYS'=QUERYS\{scene.q}]"

SCENE.action(s) b
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["" scl SCENES\\{scene"}"sc.temporalstate * — —
scene.temporalstate P TSTATES'=TSTATES\ {scene.
P { 5 CoAC
temporalstate}]"
["" scl SCENES\\{scene"}"sc.locate ! scene. lo- CoAC
catebp LOCATES'=LOCATES\{ scene.locate}]"
["" scl SCENES\{scene"}"sc.device ! scene. CoAC
device b DEVICES'=DEVICES\{scene. device}]" CoAC
[* " sc | SCENES\{scene"}"sc.netgraphy 1
scene. netgraph P NETGRAPHY'=NETGRAPHYS\ 5.1 CoAC DAC
{ scene.netgraphy}]" 1 4  A=R=G°=s°=F
"QSC'=QSC\{ " gl QUERY.scene® q}" DAC <Q,0,0P>
"SCP'=SCP U "{"" opl OPS; " obl OBS DAC @<Q,0,0P>
scene® " ("op,0b™)} Q={g=<u,-,>} DAC u
"SCENES'=SCENES\\{ action}" >
0={o0=<c°,,>} DAC o
2 oP
2
reqng verifyng
True False
verifyng(reqgng: NAME; out result: BOOLEAN) <
True False | NGSTATES
verifyid  verifyid(userid,certification:NAME;outresult:BOOLEAN) < | verifyng reqng | . Ual o
result=(userid | U) (isvalid(certification)) > result=( $ng,, ng. | validngng.<reqgng<ng,) U@l Q;
dl pstaTEs;tl TsTATES; Il LSTATES;
ngl NGSTATES; pl PERMISSIONS(q, sc= (g, t, I, d,
reqng))| QsC U(sc=(q,t, I, d, regng), p) | SCP)>
scene True False user
. isnable(scene XNAME;out result:BOOLEAN) < . n.activeschbyu(user NAME;out result:N) <
isnable n.activeschbyu
scenel SCENE userl USERS
result=scenel ENABLE' > result=N iy oy _ota(USEF) >
reqt verifyt
True False
verifyt(reqt:NAME;out result:BOOLEAN) < user
verifyt reqtl TSTATES . maxn.activeschyl maxn.activeschyu(user NAME;out result:N) <
resut=(s$t,t,| validit,<reqt<t,) U (ql Q;tl TSTATES; userl USERS
Il LSTATES; dl DSTATES;ngl NGSTATES; result=Ny,ou_tom(USer) >
p | PERMISSIONS(q, sc=(reqt, I, d, ng)) | Qsc U
(sc=(q, reqt, I, d, ng),p) | scp)>
reql verifyl
True False
verifyl(reqgl:NAME;out result:BOOLEAN) < permission
verifyl reql| LSTATES nactiveschyp n.activeschbyp(user NAME;out result:N) <
result=( $ 1y, Il validl-,<reql<l,) U (gl Q;tl TSTATES; userl USERs
Il LSTATES; dl DSTATES; ngl NGSTATES; FeSUt=N pavp ora (USET) =
pl PERMISSIONS(q, sc=(q, t, reql, d, ng))
I @sc U (sc=(q,t,reql, d, ng), p)l SCP)>
reqd verifyd
True False
verifyd(reqd :NAMEout result:BOOLEAN) < permission P_total
verifyd reqd] DSTATES maxn.activeschyp maxn.activescbyp(user :NAME;out result:N) <

result=( $d,,d,| validd-d;<reqd<d,) U (gl Q;
dl DSTATES;tl TSTATES;Il LSTATES;
ngl NGSTATES;pl PERMISSIONS(q,sc=(q.t,l,reqd,ng))

I @sc U(sc=(q, t, I, reqd, ng), p)l SCP)>

permission] PERMISSIONS
result=N yap (ora(USET) >
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5.2 CoAC
1 4

MAC

MAC
A=S°=F

<Q,0,0P> MAC @ <Q,

O, OP>
Q={g=<u,-,r>} MAC u

0={0=<c®,, s°>} MAC ® °
OoP
5.3 CoAC

1 2 4

TRBAC/RBAC
GP=s°=F
TRBAC
TRBAC @<Q,0,T,0P>
TRBAC

<Q,0,T,0P>
Q:{ q:<u'.’r>} E { g=<-a, .>}
u a r

T={t=<interval,period,duration>} TRBAC

0={o0=<c°,,>} TRBAC c®
oP

T=F

<Q, O, OP>

TRBAC
RBAC
RBAC @<Q, O, OP>
54  COAC
1~ 6

ABAC
LNETID=SD=GO=SO=F
ABAC <Q,0,

A, OP>
ABAC @<Q, O, A, OP>
Q={qg=<u, a, r>} ABAC u
a r
R Q
L={ I=<I¥"'P, NETID>y ABAC

D={d=<gP, s°, t>} ABAC
NG=<V, E> vV E
T={t=<interval, period, duration>}
A=<R,L,D,NG, T> ABAC
0={o0=<c°,,>} ABAC c®

OoP

DAC MAC

RBAC ABAC
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